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· Question:
How to enable and test Wake-on WLAN(WoWLAN) function on Ubuntu?

· Instructions :

Step 1
Input command “iw dev” to list wireless devices. Find the target wireless adapter which we’re going to test. 
	*Please remember name “phy0” because we will use it in the following step.
[image: ]
Step 2 
	Input command “iw phy0 wowlan show” to check current WoWLAN function status.
[image: ]
Step 3
Input command “sudo iw phy0 wowlan enable magic-packet” to enable WoWLAN function. 
Then, using command “iw phy0 wowlan show” to check the status again and will see like below screenshot.
[image: ]

Step 4
Next, we’re going to test WoWLAN function. Make Ubuntu to suspend. (like the sleep mode(S3) on Windows)
[image: ]
Step 5
Prepare the other laptop and execute the Magic Packet Utility, then input the MAC Address of the target wireless adapter.
Remember to connect to the same SSID for both Ubuntu PC and this laptop.
Click “Send” button to wake up Ubuntu.
[image: ]

Note:
Using below command is able to check whether wireless adapter supports WoWLAN function or not.
iw list | grep WoW -A10
[image: ]

*Test environment:
Ubuntu 20.04.1 LTS x64 platform with kernel version 5.13.0-30-generic
AIW-166(Intel AX210), Wireless adapter driver/firmware version : 59.601f3a66.0
[image: ]
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root@advantech-Default-string: ~

Device supports HT-IBSS.

Device supports SAE with AUTHENTICATE command

Device supports low priority scan.

Device supports scan flush.

Device supports per-vif TX power setting

P2P GO supports CT window setting

P2P GO supports opportunistic powersave setting

Driver supports full state transitions for AP/GO clients

Driver supports a userspace MPM

Driver/device bandwidth changes during BSS lifetime (AP/GO mode)

Device adds DS IE to probe requests

Device can update TPC Report IE

Device supports static SMPS

Device supports dynamic SMPS

Device supports WMM-AC admission (TSPECs)

Device supports configuring vdev MAC-addr on create.

Device supports randomizing MAC-addr in scans.

Device supports randomizing MAC-addr in sched scans.

Device supports randomizing MAC-addr in net-detect scans.

max # scan plans: 2

max scan plan interval: 65535

max scan plan iterations: 254

Supported TX frame types:

IBSS: 0X00 ©x10 0x20 OX30 0x40 0X50 OXGO 0x70 OX80 ©x90 0xad OxbO 6xcO 0xdO Oxed Oxfe
managed: ©x00 0x10 Ox20 0x30 0x40 OX50 OX60 OX70 ©x80 0x90 0xad 0xbO 0XcO OxdO Oxe® OXfO
AP: 0x00 0x10 0x20 OX30 0x40 0X50 OXGO 0x70 OX80 ©x90 0xad OxbO 6xcO 0xdO Oxed OxfO
AP/VLAN: ©x00 0x10 0x20 0x30 0X40 OX50 0X60 OX70 ©x80 0x90 0xad 6xbO 0XcO ©xdO 0xe® OXfO
mesh point: ©x00 0x10 0x20 ©x30 0x40 OX50 6X6O OX70 ©X8O 0x90 0xad OxbO 0XcO OxdO 0xe® OXfO
P2P-client: 0x00 OX10 ©x20 0x30 0x40 6x50 0X60 OX70 0x80 OX90 0xad 0xbo OxcO 6xdO Oxed OXfO
P2P-GO: x00 0X10 ©x20 0x30 Ox40 OX50 0X60 OX70 0x80 0X90 ©xad 0xbo OxcO 6xdo Oxed OXfO
P2P-device: 0x00 Ox10 ©x20 0x30 Ox40 Ox50 OX60 OX70 0x80 OX90 0xa® 0xbo OxcO 6xdO Oxed OXfO
Supported RX frame types:

1BSS: 0x40 OxbO 0xcO® Oxdo

managed: ©x40 0xbe 0xdo

AP: 0X00 ©x20 0x40 0xad 6xbO OXcO OxdO

AP/VLAN: ©x00 0x20 0x40 6xa® 0xbo ©xcO 0xde

mesh point: 6xbo 6xce 0xdo

P2P-client: 0x40 0xdo

P2P-GO: 0X00 0X20 0x40 0xa® 0xbo OxcO 0xde

P2P-device: 0x40 0xdo

supported extended features:

VHT_IBSS ]: VHT-IBSS

RRM ]: RRM

MU_MIMO_AIR_SNIFFER ]: MU-MIMO sniffer

SCAN_START_TIME ]: scan start timestamp

BSS_PARENT_TSF ]: BSS last beacon/probe TSF

FILS_STA ]: STA FILS (Fast Initial Link Setup)

CONTROL_PORT_OVER_NL86211 ]: control port over nl80211

TXQS ]: FQ-CoDel-enabled intermediate TXQs

root@advantech-Default-string:~# iw phy® wowlan show

WOWLAN is disabled.

root@advantech-Default-string:~# sudo iw phy® wowlan enable magic-packet

root@advantech-Default-string:~# iw phy® wowlan show

WOWLAN is enabled:

* wake up on magic packet
root@advantech-Default-string
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root@advantech-Default-string
WOWLAN is enabled:

* wake up on magic packet
root@advantech-Default-strin
WOWLAN is enabled:

* wake up on magic packet

. root@advantech-Default-string

phye wowlan show

phye wowlan show

phye wowlan show

WOWLAN is enabled:

* wake up on magic packet
root@advantech-Default-strin
WOWLAN is enabled:

* wake up on magic packet
root@advantech-Default-strin

 WOWLAN is enabled:

* wake up on magic packet
root@advantech-Default-string:
WOWLAN is enabled:

* wake up on magic packet
root@advantech-Default-string:~# iw phyd wowlan show
WOWLAN is enabled:

* wake up on magic packet

. root@advantech-Default-string:~# -uname -r

phye wowlan show

phye wowlan show

phye wowlan show

Comnand '-uname' not found, did you mean:

conmand 'vuname' from deb unview (0.8.2-1.2)
conmand 'uname' from deb coreutils (8.30-3ubuntu2)
command 'uuname' from deb uucp (1.67-27build1)

Tr

apt install <deb name>
root@advantech-Default-string:~# -uname -a

Comnand '-uname' not found, did you mean:

conmand 'vuname' from deb unview (0.8.2-1.2)
command 'uuname' from deb uucp (1.67-27build1)
conmand 'uname' from deb coreutils (8.30-3ubuntu2)

Try: apt install <deb name>

root@advantech-Default-string:~# uname -r

5.13.0-30-generic

root@advantech-Default-string:~# iw list | grep WoW -A10

HOHLAN support: .

* wake up on disconnect

* wake up on magic packet

* wake up on pattern match, up to 20 patterns of 16-128 bytes,
maximum packet offset 0 bytes

* can do GTK rekeying

* wake up on GTK rekey failure

* wake up on EAP identity request

*

*

wake up on 4-way handshake
wake up on rfkill release
* wake up on network detection, up to 8 match sets
root@advantech-Default-string:~# [ ]

= 22 09115

root@advantech-Default-string: ~
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m root@advantech-Default-string: ~ Q -

* wake up on disconnect
wake up on magic packet

wake up on pattern match, up to 20 patterns of 16-128 bytes,
maximum packet offset 0 bytes

* can do GTK rekeying

* wake up on GTK rekey failure

* wake up on EAP identity request

*

*

s

wake up on 4-way handshake
wake up on rfkill release
* wake up on network detection, up to 8 match sets
root@advantech-Default-string:~#
*-network
description: Wireless interface
product: Intel Corporation
vendor: Intel Corporation
physical id: ©
bus info: pci@eeee:01:00.0
Togical name: wlpise
version: 1a
seria 58:6C:25:
width: 64 bits
clock: 33MHz
capabilities: pn msi pciexpress msix bus_master cap_list ethernet physical wireless
configuration: broadcast=yes driver=iwlwifi driverversion=5.13.0-30-generic firmware=59.6013a66.0 ty-a@-gf-a0-59.uc 1p=192.168.50.147 latency=
resource: 1rq:22 memory:91700000-91703fff
*-network

description: Ethernet interface
product: I210 Gigabit Network Connection
vendor: Intel Corporation
physical id: ©
bus info: pci@eeee:62:00.0
logical name: enp2se
version: 03
seria €4:00:a
capacity: 1Gbit/s
width: 32 bits

OCPPONS G

link=yes multicast=yes wireless=IEEE 802.11

clock: 33MHz
' capabilities: pm msi msix pciexpress bus_master cap_list rom ethernet physical tp 16bt 1ebt-fd 160bt 108bt-fd 1608bt-fd autonegotiation
configuration: autonegotiation=on broadcast=yes driver=igb driverversion=5.13.0-36-generic firmware=3.12, 6x800804fa latency=0 link=no multicast=yes port=twisted pair

resources: irq:23 memory:91500000-915Fffff ioport:e@00(size=32) memory:91600000-91603fff memory:91400000-914fffff
*-network

description: Ethernet interface

product: T210 Gigabit Network Connection

vendor: Intel Corporation

physical id: o

bus info: pci@oeoo:e4:00.0

logical name: enpds@

version: 03

serial: c4:00:ad:

capacity: 1Gbit/s

width: 32 bits

clock: 33MHz
capabilities: pm msi msix pciexpress bus_master cap_list rom ethernet physical tp 16bt 1ebt-fd 160bt 108bt-fd 1608bt-fd autonegotiation
configuration: autonegotiation=on broadcast=yes driver=igb driverversion=5.13.0-30-generic firmware=3.12, 6x860004fa latency=0 link=no multicast=yes port=

resources: irq:21 memory:91200000-912fffff ioport:deee(size=32) memory:91300000-91303fff memory:91100000-911Fffff
root@advantech-Default-string:~# ||
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Device supports static sHPs
Device supports dynanic sHPS
Device supports WHH-AC adnisston (TSPECs)
Device supports configuring vdev HAC-addr on create.
Device supports randomizing MACaddr in scans.
Device supports randonizing MAC-addr in sched scans.
Device supports randonizing MAC-addr in net-detect scans.
nax # scan plans: 2
nax scan plan tnterval: 65535
nax scan plan tterattons: 254
Supported TX frane types:
' I855: 6100 0x10 0x20 030 6X10 x50 BXG0 OXTO OX30 Ox30 GXa0 OXDO OXCD Oxda GXeO OXFO
* nanaged: 6x60 610 6x20 6x30 6x10 050 GX6O BX70 OXBD Gx30 6xa0 BxbO OXCO Ox 6xeO OXTO
= AP: Gx0 610 0x20 6x30 x40 OXS0 OGO GX70 XD OxDO 0xa0 OxbO ExcH OxdD Oxed BxO
b Bx10 0x20 €36 BxdD xS0 Gx6O 076 Bx3D 0xD0 Gxa 6xbb BAcD Oxdd Exed BxFD
x50 0x10 0x20 6130 0xdd 0xS0 8x60 6x70 0xB0 0x36 8xad BxbD OXCO Ox Bxcd XTO
X0 0x10 0x20 8130 0xdD 0XS0 0x60 BX70 0xBO 0X30 8xad BxbO OXCO OXO Bxed DXTO
0x10 0x20 0x30 8440 0X50 0xG0 0XTO Bx0 Dx30 030 0XbO DACD 0xdo OxeD OXID
600 0xi0 620 ©x30 0x40 0x50 660 OX70 6x30 0x30 B3 BXbD 6O OXCO oo oxfo

oxbo 0xco oxdo

a0 0xb0 0xdo
' 6x40 0xa0 oxbo oxco xdo

06 6320 x40 Gxa8 6xbD Bxcd Oxdo
xbo 0xco oxds

oxa oxdo
0x20 0x40 0xa0 0160 0xco 0xd
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Footgadvantech-Default-strng
Unnaned/non-netde interface
wdey ox

addr s8:6c:25:9a:66:3a
Eype P2p-device
txpower 6.6 don
Interface wiptzo
Srindex 4
wdev 0x1
addr saise:zsisa
Sstd EroTAE
type nanaged
chamel 48 (5240 Miz), width: 160 Miz, center:
txpower 22.60 den
mutticass X0
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root@advantech-Default-string:
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foot @advantech-Defaultstring:

* short GI for a0 Mz
* nax A-HPOU Tength exponent
* nin WPOU start spacing
Device supports Tx status socket option.
Device supports HI-IBSS.
Device supports SAE with AUTHENTICATE comnand
Device supports Low priority scan.
Device supports scan flush.
Device supports per-yif TX power setting
P2P GO supports CT window setting
P2P GO supports opportunistic ponersave settl
Driver supports ull state transitions for AP/GO clients
Driver supports a userspace M
Driver/device banduldth changes during BSS ifetine (A9/GO mode)
Device adds 05 IE to probe requests.
Device can update TPC Report TE
Device supports static sHPS.
Device supports dynantc SHPS
Device supports WH-AC adntsston (TSPECS)
Device supports conflguring vdev HAC-addr on create.
Device supports randomtzing MAC-addr in scans.
Device supports randonizing MAC-addr in sched scans.
Device supports randonizing MAC-addr in net-detect scans.
nax # scan plans: 2
nax scan plan interval: 65535
nax scan plan iterations: 254
Supported TX frane types:
+ I85S: 0400 Ox10 0x20 0X30 8x40 XS0 0XG0 0XTO 8430 x30 0xa0 0xbO OACD Dxd0 GxE OXFO
* nanaged: 6x00 010 8x20 8x30 0xd0 050 8XGO OX70 OXBD 030 8xaO OXbO OXCO OO BXed OXTO
+ AP: 0X00 610 0X20 0X30 x40 6X50 0XGO OXTO XG0 0X90 0xaO OxbO OXCO OXdD OxeO OXTO
* AP/VLAN: ©X00 010 8x20 0x30 0xd0 0X50 8XGO OX70 OXBD 030 8X30 OXbO DXCO 0D 8Xe0 OXTO
* nesh point: OXBO 0X10 6x20 6x30 OXAD OXSO GX60 6X70 OXBO XS0 Oxa0 GXbO OXCO XD OXe0 OXTO
 Fap-client: 169 ox1o 0120 oxs0 oxth oxso x66 0x70 0xB0 0uS0 Gxae b0 0o x
« P20_c0: 6x08 6x10 0x20 Gx38 Gxdd BxsD Ox60 80 0x90 0xa0 oxbo Bxcd Oxdo Oxes
© Db Gevicar e bxis xse Sxse Sxds Su3s Snce O xse Bxoe Sxas Sxbs Suco Sncs et BXF0
Supported RX frane types:
1855: 0140 0xb0 0xcD 0xdo
+ nanaged: 6xd0 0xb0 0xd0
+ AP: 0x00 6x20 040 0xa0 OxbO 6XCO OXD
* AP/VLAN: 6X00 020 0x40 x20 0xbo 0xCO 0xd0
* nesh potat: oxbo Oxc0 oxdo
* Pzp-client: oxao oxdo
« P75.c0: 6x00 6x20 x40 O30 oxbO OXCD Oxd0
« p2p_device: oxdd oxdo
Supported extended feature:
[ T _T8ss 1: WHTTsss
[ R AR
+ [ HU_MIHO_ATR_SNIFFER ]: MU-HINO sniffer
* [ SCAN_START_TIME ]: scan start tinestanp
+ [ BSS_PARENT_TSF ]: 855 Last beacon/probe TS
* [ FILS STA 17 STA FILS (Fast Intttal Link Setup)
* [ CONTROL_PORT _OVER_NL8G211 : control port over nlaozil
[ 7XQ5 1: FQ-Cobel-enabled internediate 1XQs.
Footgadvantech-Default-string:.
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root@advantech-Default-string: ~

Device supports HT-IBSS.

Device supports SAE with AUTHENTICATE command

Device supports low priority scan.

Device supports scan flush.

Device supports per-vif TX power setting

P2P GO supports CT window setting

P2P GO supports opportunistic powersave setting

Driver supports full state transitions for AP/GO clients

Driver supports a userspace MPM

Driver/device bandwidth changes during BSS lifetime (AP/GO mode)

Device adds DS IE to probe requests

Device can update TPC Report IE

Device supports static SMPS

Device supports dynamic SMPS

Device supports WMM-AC admission (TSPECs)

Device supports configuring vdev MAC-addr on create.

Device supports randomizing MAC-addr in scans.

Device supports randomizing MAC-addr in sched scans.

Device supports randomizing MAC-addr in net-detect scans.

max # scan plans: 2

max scan plan interval: 65535

max scan plan iterations: 254

Supported TX frame types:

IBSS: 0X00 ©x10 0x20 OX30 0x40 0X50 OXGO 0x70 OX80 ©x90 0xad OxbO 6xcO 0xdO Oxed Oxfe
managed: ©x00 0x10 Ox20 0x30 0x40 OX50 OX60 OX70 ©x80 0x90 0xad 0xbO 0XcO OxdO Oxe® OXfO
AP: 0x00 0x10 0x20 OX30 0x40 0X50 OXGO 0x70 OX80 ©x90 0xad OxbO 6xcO 0xdO Oxed OxfO
AP/VLAN: ©x00 0x10 0x20 0x30 0X40 OX50 0X60 OX70 ©x80 0x90 0xad 6xbO 0XcO ©xdO 0xe® OXfO
mesh point: ©x00 0x10 0x20 ©x30 0x40 OX50 6X6O OX70 ©X8O 0x90 0xad OxbO 0XcO OxdO 0xe® OXfO
P2P-client: 0x00 OX10 ©x20 0x30 0x40 6x50 0X60 OX70 0x80 OX90 0xad 0xbo OxcO 6xdO Oxed OXfO
P2P-GO: x00 0X10 ©x20 0x30 Ox40 OX50 0X60 OX70 0x80 0X90 ©xad 0xbo OxcO 6xdo Oxed OXfO
P2P-device: 0x00 Ox10 ©x20 0x30 Ox40 Ox50 OX60 OX70 0x80 OX90 0xa® 0xbo OxcO 6xdO Oxed OXfO
Supported RX frame types:

1BSS: 0x40 OxbO 0xcO® Oxdo

managed: ©x40 0xbe 0xdo

AP: 0X00 ©x20 0x40 0xad 6xbO OXcO OxdO

AP/VLAN: ©x00 0x20 0x40 6xa® 0xbo ©xcO 0xde

mesh point: 6xbo 6xce 0xdo

P2P-client: 0x40 0xdo

P2P-GO: 0X00 0X20 0x40 0xa® 0xbo OxcO 0xde

P2P-device: 0x40 0xdo

supported extended features:

VHT_IBSS ]: VHT-IBSS

RRM ]: RRM

MU_MIMO_AIR_SNIFFER ]: MU-MIMO sniffer

SCAN_START_TIME ]: scan start timestamp

BSS_PARENT_TSF ]: BSS last beacon/probe TSF

FILS_STA ]: STA FILS (Fast Initial Link Setup)

CONTROL_PORT_OVER_NL86211 ]: control port over nl80211

TXQS ]: FQ-CoDel-enabled intermediate TXQs

root@advantech-Default-string:~# iw phy® wowlan show

WOWLAN is disabled.
root@advantech-Default-string:~# sudo iw phy® wowlan enable magic-packet
root@advantech-Default-string:~# iw phyd wowlan show

T

T

T

*

WOWLAN is enabled:
* wake up on magic packet

#[]

root@advantech-Default-string





